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1. Physical and Logical Imaging Technical Procedure 

1.1. Purpose 
1.1.1. The purpose of this procedure is to avoid damage and alterations to original evidence 

when creating forensic copies of digital media.  

1.2. Scope 
1.2.1. This procedure applies to Multimedia Section analysts tasked with capturing or recovering 

data from physical and logical digital media devices such as a hard drives or external 
media. 

1.3. Equipment 
 Forensic workstation 
 Approved write protection hardware or software
 Forensic disk duplicator, if applicable
 Target forensic media

1.4. Overview
1.4.1. The original source media is best evidence.  Forensic analysts conduct their forensic 

examinations utilizing forensic copies of the source media to safeguard and preserve 
original evidence from deleterious change.   Verification of the forensic image is 
accomplished by hashing the image files during the imaging phase and post processing, if 
applicable, using a hash algorithm and/or cyclical redundancy checks (CRC) to ensure the 
forensically copied data matches the original data.  Upon completion of the examination, 
the original evidence is returned to the customer and any forensic images are then 
deleted from examination machines to prepare for the next examination.   

1.4.2. Whenever possible, original digital media should be imaged, and the data analysis should 
be conducted on the image rather than the original device. The original media is imaged 
to a separate device, such as a hard drive, which is used to temporarily store the image.  

1.4.2.1. This may not be the case with DVR hard drives.  The software utilized for DVRs can 
scan directly from the hard drive while attached to a write blocker.  An image may 
be used if the hard drive could not be successfully scanned as is.  

1.4.3. If the number of devices is such that the total storage volume exceeds the capacity of the 
storage capabilities on the forensic examination machine, the forensic images can be 
copied to the server or a NAS device.  Upon completion of the forensic examination, the 
forensic working copies shall be deleted. 

1.5. Physical Imaging Procedure
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1.5.1. Connect the forensic target drive.
1.5.2. Use an approved hardware write blocking device, such as Weibetech or Digital Intelligence 

Write Blockers.
1.5.3. Attach the media to be imaged to a write blocking device, if applicable, noting that certain 

workstations are equipped with built in write blockers.  A software write blocker such as 
FastBlock SE may also be utilized.

1.5.4. Power on or enable the write-blocking device. 
1.5.5. Begin the imaging process. 
1.5.6. At the conclusion of the imaging process, verify the image integrity using a hash 

algorithm. For FTK Imager and EnCase, this is an integrated and automated function. Save 
the output summary bookmark into the software forensic data report.  Copy that log to 
the case record.

1.5.7. Power down equipment and remove the media. Secure the original device by re-installing 
it into the computer or other housing, if applicable. 

1.5.8. The following information should be documented in the case record:
 Date and time the imaging was initiated.
 Hardware and software (include version) used to create the image.
 The hash values verifying the image integrity, when applicable.
 Automated logs, if possible.
 Record if the imaging fails. 

1.6.  Logical Imaging Procedure 
1.6.1. Connect the forensic target drive.
1.6.2. If a network acquisition is being employed to capture network-stored data, the forensic 

workstation will connect to the network and the forensic software will be directed by the 
analyst to the network storage location of the evidence data to be retrieved. 

1.6.3. Launch the approved forensic imaging software to capture the logical data. 
1.6.4. Direct the software to the file, folder, mounted volume, or attached network drive to be 

acquired. 
1.6.5. Begin the imaging process, being sure to choose the option to hash the source during 

acquisition (if not enabled by default). 
1.6.6. At the conclusion of the imaging process, verify the image integrity using a hash 

algorithm. For the approved software and devices, this may be an integrated and 
automated function. 

1.6.7. Unmount and detach the target drive and secure it as described.
1.6.8. The following information should be documented in the case record:

 Date and time the imaging was initiated.
 Hardware and software (include version) used to create the image.
 The hash values verifying the image integrity, when applicable.
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 Automated logs, if enabled, that document success or process failures.

1.7. Cable Acquisition
1.7.1. There may be a situation in which the hard drive(s) cannot or is not easily removed from 

the evidence without risk of damaging the device.
1.7.2. Cable acquisition can provide imaging of computers and laptops without making changes 

to the data on the evidence drive.
1.7.2.1. Imaging using a parallel cable is a slow method of data acquisition that may take 

several days to complete.  For situations in which time is of importance, a network 
crossover cable provides a faster method for imaging compared to using a parallel 
cable.  USB, Firewire, and Lightning connectors are faster technologies.

1.7.2.2. Analysts are encouraged to utilize the most appropriate methods and connectivity 
suitable for the acquisition.

1.7.3. Paladin and Macquisition are the primary imaging tools used by the Multimedia Section 
for cable acquisitions. There may be situations in which other forensic software or devices 
may be required.  Using other tools is at the discretion of the analyst, in consultation with 
the section’s supervisor and/or lead.  However, all methods must be documented. 

1.7.4. The cable acquisition method is not a primary method analysts would utilize in day to day 
operations.  Therefore, analysts should review software documentation directly from the 
product manufacturer’s website prior to conducting a cable acquisition.  This is to ensure 
the methods used are still recommended and that newer procedures or faster 
connectivity options are not available prior to the procedure being conducted.   

1.7.5. There are several cable acquisition methods that could be utilized.  The analyst will 
determine the best method based on the device and software/hardware availability.

 
1.8.  Limitations 

1.8.1. Attempts to image damaged media may not be successful.  Files and or file fragments may 
be the only information recoverable.

1.8.2. Improperly invoked commands or incorrect connection of the source media may result in 
destruction of data or deleterious change. 

1.8.3. Forensic imaging may or may not capture data in a Host Protected Area or Dynamic Disk 
Overlay/Dynamic Configuration.  This is dependent upon the write blocker being used and 
its capabilities or settings.   

1.8.4. The use of virtualized forensic processing may require different procedures than those set 
out herein. 

1.8.5. This procedure does not apply to cellular devices in general but does apply to the devices’ 
internal storage media (SD) cards when so equipped.
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1.8.6. Unallocated clusters, deleted files and folders, file slack, volume slack, alternate data 
streams, and other data areas that are normally acquired with physical imaging are not 
obtained using logical acquisitions. 

1.8.7. Solid state drives (SSD’s) may contain internal processes (wear-leveling and garbage 
collection) which may result in different hash values during subsequent imaging.

1.9.  References 
 Technical Manual – Procedure for Write Protection 
 Access Data FTK Imager User Manual 
 Guidance Software EnCase User Guide 
 Weibetech and Digital Intelligence Write Blocker User Guides 
 Tableau User Manual 


